
Advanced School of 
Information Technology

Advanced School of 
Information Technology

YEAR 3 - Semester 1
•	 Programing with Python & HTML5 Security
•	 Software Development Security
•	 Security Architecture & Hacking
•	 Handheld devices Security
•    Cloud Security

Semester 2
•	 Advanced Ethical Hacking
•	 BCP/DR (Business Continuity & Disaster Management)
•	 Windows/Unix/Linux Hacking & Computer Forensics
•	 Project 

EXIT PROFILE:
•	 Network Technician
•	 Security Administrator
•	 System Administrator
•	 Security Specialist
•	 Ethical Hacker
•	 Security Analyst

5.  CYBER SECURITY AND NETWORK FORENSICS (CSNF)

Entry Requirements: 
•• High School Graduates or Above.
•• Minimum 4 Credits.
•• Credit in both Mathematics and any
•• Science subject.
•• Any other Two Credits.
•• At least a Pass in English Language.

Course Outline:

YEAR 1 – Semester 1 Module
•	 Logic Building and Elementary Programming
•	 Basics of HTML5 and Java Scripting 
•	 Network Technologies
•	 Information Security & Organizational Structure
•	 Introduction to Ethical Hacking

Semester 2
•	 Linux System Administration
•	 WAN Security & Wireless Technology
•	 Programing with Python & HTML5 Security
•	 Project

YEAR 2 - Semester 1 Module

Security Architecture & Hacking

Advanced Ethical Hacking

BCP/DR

Windows/Unix/Linux Hacking

Introduction to Computer Forensics

Introduction to Cyber Crime Investigation

Project

Semester 2

Digital Evidence & Computer Forensic Investigation Process

Operating System Forensics (Windows, Linux, MAC)

Data Acquisition-Duplication and Recovery

Forensic Investigation

Steganography & Image File Forensics

Investigating Wireless Attacks

Social Media Forensic

Investigating Corporate Frauds

EXIT PROFILE:

Security Administrator

Security Specialist

Ethical 

Hacker

Forensics Investigator

Cyber Crime Investigator

CONTACTS:
Royal Science and Technology Park 
P.O. Box 2316, Matsapha, Swaziland			
			                                                   

(+268) 25179400			
RSTP-Advanced School of Information Technology	
@ASIT_RSTP		                                                                                
@advschoolofit
info@rstp.org.sz
www.rstp.org.sz



ABOUT ADVANCED SCHOOL OF INFORMATION 
TECHNOLOGY 

The Advanced School of IT (ASIT) is a business unit under 
Royal Science & Technology Park (RSTP) located in 
Songcondvongcondvo Wemaswati House at Phocweni. 

Registered under the Eswatini Higher Education Council 
(ESHEC).

ASIT aims to provide world class ICT training, nurturing 
entrepreneurship through innovation and research with the 
Swazi society capacitated in; Software Engineering, Multimedia, 
Cyber Security & Forensics, Hardware & Networking and 
Information Security and Ethical Hacking. 

A PARTNERSHIP THAT PROMOTES ADVANCED LEARNING 
Why Aptech? Aptech is recognized around the world as a 
reliable learning solutions company. The brand has built a 
reputation of being the most sought-after education and 
training partner for individuals and businesses alike, with a 
presence in more than 40 countries and over 1300 learning 
centers. 

This premier education and training institute is regarded 
around the world as a pioneer in I.T software & hardware 
training. They command a large faculty of experts who have 
trained more than 6.8 million students over 40 countries.  

Aptech’s international education operations focus on being 
the most preferred alternative to University I.T education. It 
does so by providing industry-relevant and structured courses 
for students.  Moreover, they also offer customized training 
solutions and learning content to schools, colleges, universities, 
governments and businesses.

BENEFIT
Aptech also has alliance with globally renowned universities 
like Middlesex University (London), Lincoln University College 
(Malaysia). This partnership helps students to Study Abroad for 
degree programs in UK, Malaysia or Australia.

COURSE HIGHLIGHTS:
•• Assignment-based learning
•• Leads to Global Certification
•• Certified Faculty
•• On-Track and Quality Training 
•• Industry Relevant Skills / Industry Relevant Curriculum
•• Intensive Practice and Assessment Laboratory Workshops
•• Designed for Better Employability
•• E-Project Guidance and Evaluation by Technology Experts

COURSES

1.	 APTECH CERTIFIED COMPUTER PROFESSIONAL (ACCP)

Entry Requirements: 
•• High School Graduates or Above.
•• Minimum 4 Credits.
•• Credit in both Mathematics and any
•• Science subject.
•• Any other Two Credits.
•• At least a Pass in English Language.

Course Outline:

YEAR 1 - Semester 1 Modules:
yy Logic Building and Elementary Programming
yy HTML5, CSS, and Javascript
yy AngularJS
yy UI/UX for Responsive Design
yy eProject-Website Development
yy Data Management with SQL Server

Semester 2 Modules:
•• Markup Language & JSON
•• Java Programming - I
•• Java Programming - II
•• Project-Java Application Development
•• Application Programming with C#
•• Emerging Job Areas-SMAC

YEAR 2 - Semester 1 Modules:

yy Web Component Development using Java

yy Integrating Applications with Spring Framework

yy Introduction to Dart Programming

yy Application Development Using Flutter and Dart

yy Project-Cross Platform App Development

Semester 2 B Modules:

yy Agile and DevOps

yy Fundamentals of Linux Operating System

yy Working with MySQL

yy Programming with Python

yy Web Application Development using Python

yy eProject (Python-Web Application Development)

YEAR 3 - Semester 3 Modules:

•	 Software Engineering Principles

•	 Software Quality Assurance, Verification, Validation 
     and Testing

•	 Software Project Management

•	 Fundamentals of IoT

Semester 3 A Modules:

•	 Essentials of Node.js

•	 Enterprise Application Development in Java EE

•	 Creating Services for the Web

•	 Securing Web Applications

•	 eProject-Java Enterprise Application Development

•	 Big Data Essentials

Semester 3 B Modules:

•	 Essentials of Node.js

•	 Developing Microsoft Azure and Web Services

•	 Securing Web Applications

•	 eProject -.NET Web Application Development

•	 Big Data Essentials

Exit Profile

•	 Responsive Website Developer

•	 Java Application Programmer

•	 C# Developer

•	 Open Source Web Application Developer

•	 Cross Platform App Developer

•	 Enterprise Application Developer (Java) 

•	 Enterprise Application Developer (.NET)

2.	 ARENA ANIMATION INTERNATIONAL PROGRAM (AAIP)

Entry Requirements: 
•	 High School Graduates or Above.
•	 Credit in English.
•	 Credit in Science.
•	 Credit in any other Two subjects.

Course Outline:

Semester 1 Exit Profiles:

Concepts of Graphics and Illustrations Graphic Designer
Digital Art Illustrator
Artwork for Creatives Layout Designer
Magic with Images Visualizer
Lightroom for Photographers Photo Editor
Design for Print and Advertising 
Publishing for the Media 
Print Portfolio 

Semester 2 Exit Profile:
Anatomy Study Audio-Video Editor
Concepts of 2D Animation 2D Digital Animator
Digital Sound Track Storyboard Artist
Editing Digital Video Compositor
Storyboarding and Animatics Motion Graphics Artist
Digital Art and Animation 
Creating Motion Graphics 
2D Animation Portfolio 

Semester 3 Exit Profile: No Exit 
Until Completion

Model Designing with Autocad 
3D Basics - Modeling to Animation 
Modeling for 3D Artists 
CG Lighting and Texturing 
3D Animation and FX 
3D Photorealistic Rendering 

3D Animation / Architectural 
Visualization Portfolio 

Semester 4 Exit Profile:

Modeling 3D Objects with Maya 3D Modeler 

Texturing 3D Objects with Maya Lighting & Rendering 

Lighting and Rendering 3D Objects 
with Maya 

Artist 

Rendering with Arnold Renderer 3D Visualizer

Rigging 3D Objects with MAYA Rigging Artist

Character Animation with Maya 3D Animator

Paint Fx and Dynamics using Maya 

Portfolio Demo Reel

3.	 APTECH CERTIFIED NETWORK SPECIALIST (ACNS)

Entry Requirements:
•	 High School Graduates or Above.
•	 Minimum 4 Credits.
•	 Credit in both Mathematics and any
•	 Science subject.
•	 Any other Two Credits.
•	 At least a Pass in English Language.

Course Outline:

YEAR 1 – Semester 1 Modules:
•	 Digital Electronics 
•	 Fundamentals of Computer Hardware and Networking
•	 PC Configuration and Troubleshooting
•	 Networking Essentials
•	 Data Managament (Oracle SQL) 

Semester 2 Modules:
•	 Programming with PL/SQL
•	 Working with Windows Operating System
•	 Routing Technology
•	 Implementing Cisco IOS Network Security

	
YEAR 2 - Semester 3 Modules: 
•	 Configuring a Network Infrastructure
•	 Windows Server Administration
•	 Advanced Windows Server Services Configuration
•	 Remote Access Solutions
•	 Network Security
•	 eProject (Windows Server)

YEAR 2 - Semester 4 Modules:

•	 Designing and Implementing a Windows-based Server
	 Infrastructure

•	 Ethical Hacker

•	 Implementing a Windows-based Advanced Server 
	 Infrastructure

•	 Private Cloud Configuration
•	 Monitoring a Private Cloud System
•	 Ethical Hacking
•	 Project (Ethical Hacking)

Exit Profile:
•	 Hardware Specialist
•	 Network Administrator
•	 Server Administrator
•	 Cloud Architect
•	 Ethical Hacker

4.	 INFORMATION SECURITY AND ETHICAL HACKING (ISEH)

Entry Requirements:
•• High School Graduates or Above.
•• Minimum 4 Credits.
•• Credit in both Mathematics and any
•• Science subject.
•• Any other Two Credits.
•• At least a Pass in English Language.

Course Outline:

YEAR 1 – Semester 1 Modules:
•	 Logic Building and Elementary Programming
•	 Basics of HTML5 and Java Scripting 
•	 Network Technologies Part I
•	 Operation Security

Semester 2
•	 Network Technologies Part II
•	 Information Security & Organizational Structure
•	 Introduction to Ethical Hacking
•	 Social Engineering and User Awareness
•	 Risk Management
•	 Project

YEAR 2 – Semester 1 Modules:
•	 Configuring a Network Infrastructure
•	 Linux System Administration
•	 Mobile Computing & Cloud Computing
•	 Windows Server Administration and Services

Semester 2A (Java)
•	 WAN Security & Wireless Technology

•	 Database Management (Database Security and 
Development)

•	 Cryptography
•	 Security Models and Evaluation Criteria
•	 Project


